


Privacy-preserving technology include:

« Encryption: Preserves data from
unauthorized use/ access or being able
to see the data in clear text.

« Masking/ Anonymization: Preserves
data by removing personally identi able
information (PIl) from data sets, making it
di cult to trace the data back to specic
individuals.

« Tokenization: Preserves data by replacing
sensitive data with a unique, reversible
token that can be used to represent the
data but cannot be used to reveal the data
itself without the presence of the token.

« Pseudonymization: Preserves data by
replacing PII with a pseudonym, or fake
name, that cannot be traced back to the
individual.

- Data minimization: Preserves data by
collecting and storing only the minimum
amount necessary to achieve a speci ¢
purpose, reducing the risk of data misuse
or abuse.

- Data access monitoring and controls:
Preserves privacy by ensuring that
unauthorized parties cannot access or
use personal data.

These privacy-preserving technologies are
critical to business operations. They enable
organizations to balance the collection

and use of customer data and meet their
obligation to protect individuals’ personal
information from being accessed, used,

or shared without their consent.

Voltage Fusion Helps Organizations
with the Following:

The Right to Delete—Section 1798.105
Voltage Fusion enables the defensible
disposition of personal information in
accordance with policy, right to be forgotten
or other data deletion requests.

Business Data

Purpose
Recital 39, 83

Right to

Delete
Section 1798.105

Minimization
Sections 1798.100(c)
and 1798.100(a)(d)

Voltage Powers Data Privacy CCPA/CPRA

Data
Portability

Sections 1798.100(d)
and 1798.130(a)(2)

Data Security
and Protection

Sections 1798.100(e)
and 1798.150(a)

Business Purpose—Recital 39, 83

CPRA introduces new sections, including how
data is processed and governed, limitations
on storage, data minimization, and contract
requirements.

The regulation also calls out the limitation

on how long personal information can

be retained. Each category of personal
information should have a policy around

“the length of time the business intends to
retain each sensitive personal information,

or for no longer than is reasonably necessary
for that disclosed business purpose.

OpenText™ Voltage Fusion can understand
where duplicate and low-value data resides
and assign retention policies and tagging to
ensure ethical handling and processing of
personal information.

Data Minimization—Sections 1798.100(c)
and 1798.100(a)(d)

CPRA states that businesses must only retain
what they need and have policies to ensure
the proper disposition of that personal data.
CPRA also calls out minimization of personal
information collected, used and disclosed.

As a result, personal information deemed
“necessary” must have a speci ¢ business
use and retention period.

Voltage Fusion capabilities support data
minimization e orts that reduce the cost

and complexity associated with application
and data sprawl. These use cases include
application retirement and modernization,
cloud migrations and data archiving.

In addition, Voltage Fusion ensures that only
the appropriate data is retained to support
audit, legal and regulatory obligations.

Data Security and Protection—

Sections 1798.100 and 1798.185

CPRA states that a business that collects
a consumer’s personal information shall
implement reasonable security procedures
and practices appropriate to the nature
of the personal information to protect the
personal information from unauthorized
or illegal access, destruction, use,

modi cation, or disclosure in accordance
with Section 1798.81.5.

From a privacy compliance standpoint,
Voltage can enable businesses to monitor
data access and implement de-identi cation
and encryption as technical safeguards
that can protect personal information and
corporate reputation in case of a breach.
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