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The business drivers and potential gains from IoT solutions are numerous. The 
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Security
The Internet Society’s Online Trust Alliance reports that cyber incidents cost $45B 
annually. The report further mentions that the vast majority could be avoided 
through the implementation of proper approaches improving security2. 

The OWASP (The Open Web Application Security Project) Internet of Things 
Project provides a context and framework in which to make better security 
decisions3. When implementing a retrofit gateway solution, the framework suggests 
consideration of the following attack vectors:

1. Secure Network Services—The gateway, at a minimum, will interface with both 
the retrofit sensor devices and equipment as well as the IoT cloud server and 
services. Also include these considerations in any implementation.

a. Strict adherence to local protocol standards with anomaly detection and 
reporting. In other words, if an inbound message does not adhere or meet 
the established local protocol standard it must issue an alert with diagnostic 
information and should be reported to the IoT cloud server an/or logged locally 
for further investigation.

b. Establish mutual authentication between the gateway client software and the 
cloud server.

2. Secure data at rest and in motion—The gateway will perform some compute, 
storage and transmission functions. Each of these systems and functions must be 
protected by encryption.

a. Compute—Attestation for activation of a trusted execution environment (TEE).

b. Storage—Disk encryption and TEE.

c. Transmission—In addition to mutual authentication with transmission servers, the 
protocol should leverage transport layer security (TLS) and common encryption 
protocols such as Advanced Encryption Standard  (AES), simon, or others. 

3. Ability to update the gateway software or firmware remotely via over-the-air 
updates (OTA) is necessary to defend against evolving security threats.

4. Physical Hardening—The gateway software will reside within a physical 
device. The device should be tamperproof to prevent easy access to internal 
components. Main processor manufacturers such as ARM, Intel and AMD, support 
the TEE approach to isolated execution and prevent tampering.

5. Device Lifecycle Management—This is necessary to properly maintain and monitor 
the health, status and audit of the gateway and the associated sensors. This is a 
system that not only provides full lifecycle management but is designed to support 
the virtual digital twin and will make the IoT ecosystem more scalable and secure.

Most importantly, because the solution will include the use of insecure and 
disparate components that were not designed for IoT security, it is critical that the 
retrofit solution leverage a method to uniquely identify the equipment. The solution 
must include some form of device attestation to enable strict data governance.

2 Internet Society, Internet Society’s Online Trust Alliance Reports Cyber Incidents Cost $45B in 2018, July 09 2019
3 Open Web Application Security Project (OWASP)
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network architecture. The gateway hardware itself will have a unique, standards-
based network identifier, but the legacy equipment and sensors attached to the 
gateway will be numerous and without a standard identifier. 

Device attestation is the action where a human will interact with the IoT system to 
verify the identity of the equipment. When this occurs, the system will generate unique 
identifiers for the associated equipment and then as equipment and sensor messages 
are received, the system will associate the unique identity with those messages.

Why is a unique identity in IoT so important? Data quality begins with device validity 
and is at the core of any successful and secure IoT project. A critically important 
aspect of the quality of data is uniqueness. Knowing that the information is uniquely 
identifiable, its context and thus other aspects of that data including origination, 
validity, timeliness and consistency are amplified and can be securely orchestrated.

Security and device attestation

Like any other authentication, device attestation should employ expected and 
established security best practices. Identity governance should be centralized 
with delegated administration. In other words, those with the authority to attest 
for a device should have their identity governed by a central authority. Corporate 
security policy and administration should be applied to the user identity. This way 
the identity and associated entitlements may be granted, suspended or removed 
when appropriate (e.g. an employee changes from a designated role, leaves the 
organization or a machine goes offline for a set period of time).

Furthermore, when centrally controlled, each authentication will be supported 
by advanced multifactor authentication. The identity usage may be monitored 
to detect anomalies (e.g. an attempt to authenticate when equipment should be 
off-line or from a remote location). Leveraging this centralized approach, additional 
best practices such as audit and forensics may be employed.

Filtering and anomaly detection

The primary use case for nearly all IoT solutions begins with analysis of data. 
Instinctually one might assume that more data is better. We know that in precision 
engineering and manufacturing a high level of control is necessary to achieve the 
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Why choose the OpenText IoT platform?
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